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DEFINITIONS

The key words “MUST”, “MUST NOT”,
“‘REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”,
“SHOULD NOT”, “RECOMMENDED”, “MAY”, and
“OPTIONAL” in this document are to be interpreted
as described in RFC 2119;

VATSIM refers to the organisation at https://www.
vatsim.net/;

VATRUS refers to the organisation at https://www.
vatrus.info/.

TEPMWHbI M OMNPELENEHNS

” 1

KntodeBble cnoea “06s3aH”, “TpebyeTcs” COOTBET-
cTBYtOT NyHKTY 1 cTangapTta RFC 2119;

Knto4eBoe CnoBo “He 0b6s13aH” COOTBETCTBYET MyH-
KTy 2 ctaHgapta RFC 2119;

” 13

KntodeBble crnoBa “OosmkeH”, “pekomeHayercs” co-
OTBETCTBYIOT NyHKTY 3 cTaHaapTa RFC 2119;

” 13

KntodeBble cnoBa “He OomkeH”, “He peKoMeHayeT-
cs” COOTBETCTBYIOT NMyHKTY 4 ctaHgapTa RFC 2119;

TepmuH VATSIM oTHOCUTCA K OpraHndaumm Ha
https://www.vatsim.net/;

TepmrH VATRUS oTHOCKTCS K opraHm3daumm Ha
https://www.vatrus.info/.
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INTRODUCTION

This document defines the VATRUS policy regarding
the data protection and handling.

This Policy has been put in place to achieve the
following aims:

e to comply with the law, particularly the EU
General Data Protection Regulation;

e to ensure good data protection practice which
when followed aims to protect members, staff,
the organisation and other individuals using our
services.

BBELEHWE

HacTtoawmin - OOKyMeHT —onpefenser  noanTuky
VATRUS B OTHOLLEHNN 3aLLnTbI 1 06PaboTKN OaH-
HbIX.

HacTtosuwlasa nonMtuka bbina BBegeHa B OENCTBUE
0N OOCTVKEHUS CNeayroLLImX Lenen:

e cobnogaTb 3aKOH, B 4aCTHOCTU, OOLLME MOSIO-
YKEHUs 0 3almTe gaHHbIX B EC;

e obecnednTb Hapnexallyto MpPakTUKy 3allnTbl
JaHHbIX, KOTopasi, NMpu ee COOMOASHUN, Ha-
npaBneHa Ha 3aLluTy YHaCTHMKOB, MepcoHana,
opraHusauvn 1 Opyrux v, MoSb3YHOLLIMXCS
HaLLMK CepBUcamu.




TYPES OF DATA

VATRUS collects a range of personal data on
members, both provided by the members directly
and from third parties.

While a member is using VATRUS services, or when
they request to join the VATRUS division, data is
transmitted from VATSIM centrally to VATRUS for
the purpose of ensuring the efficient functioning of
our services. This data includes:

e The member’s full name

* Their email address

e Their country of residence
e Their age band

e The simulated Air Traffic Control and/or Pilot
Rating they have obtained with the VATSIM
network

e Positions of responsibility they hold with the
network, including level of access

Whilst using our services, additional data is collected
from and about you. This allows us to provide
the efficient functioning of our services. This data
includes:

e |P address and connection info

e Records of webpages visited and services
utilised

e |ndividual training records

e Your requests for support

e Disciplinary history

e Communications with other members

e Any data you submit to our systems through
forms or actions taken while using any of our
services.

BALbI JAHHbIX

VATRUS cobupaeT psf nepcoHallbHbIX AaHHbIX O
CBOMX y4YaCTHMKaX, Kak MpefocTaBfeHHbIX y4acT-
HUKaMV HanpsiMyto, Tak 1 OT TPETbUX JINL,.

Korga ydacTHuk nonbdyetcs cepsucamm VATRUS
NN KOraa OH 3arnpalunBaeT NpucoeaHeHmne K am-
Bn3noHy VATRUS, gaHHble nepegatotca n3 VATSIM
LeHTpann3oBaHHO B VATRUS ¢ uenbto obecnedve-
HVUS 3PMEKTVBHOIO (PYHKLIMOHNPOBAHUA  HaLLIX
CEepPBUNCOB. OTU AaHHble BKOYatOT B Ceb:

e  OVIO yyacTHMKa

e Ero agpec aneKTpoHHOW MoYThI
e Ero cTpaHy NpoxxunBaHus

e [Ero BO3pacTHyto rpynny

e PeuntyHr BupTyanbHoro aucnetyepa YBL n/mnm
nmnoTa, nony4eHHble um B cetn VATSIM

b ,D,OJ‘I)KHOCTI/I, KOTOpPblE OH 3aHMMaET B CETU,
BKJIKO4HaA ero ypoBeHb OoCTyrna

Bo Bpemda 1Crnosfib3oBaHVs HallMx CEepBUCOB, OO-
NOSIHNTENBbHbIE AaHHble cobuparoTcsd OT U O Bac.
OTO NO3BONAET HaM oObecneynTb 3PAEKTUBHOE
PYHKUMOHMPOBaHNE HalMX CEPBUCOB. ITU OaH-
Hble BK/OYatOT B Cebst:

e |P-agpec v nHopmauma o CoeanHeHnN

e 3anucu noceLLeHHbIX BEO-CTpaHuL, 1 NCMOSb-
30BaHHbIX CEPBNCOB

e  3anvcy nHaMBUaYyanbHbIX Y4EOHbBIX 3aHSATUN
e Balum 3anpochl Ha NOAAEPIKKY
e [lvcumnnnHapHas ncTopust

e  (OOLleHMEe C OpYrMMM yHacTHUKaMmM

e Jliobble AaHHble, KOTOPble Bbl OTMNpaBseTe B
HaLLX CUCTEMbl C MOMOLLbIO (DOPM UK Aeit-
CTBUI, MNpeanpuHUMaeMbiX MNPW LCMOoNb30Ba-
HUN MOObIX HALLIVIX YCyT.




Communication platforms, including our forum, have
the functionality to receive any data, in the form of
freetext. Any personal data willingly submitted here
by individuals (e.g. personal data such a telephone
numbers or addresses) will be retained and stored,
even if removed from public view. This data is then
only available to a limited number of authorised
individuals.

VATRUS has an unequivocal commitment to:

e Comply with both the law and good practice

Respect individuals’ rights including:
e The right of access
e The right of rectification
e The right to object
e The right to suspend protest
e The right of erasure

e Be open and honest with individuals whose data
is held

e Provide guidance for staff who handle personal
data, so that they can act confidently and
consistently

e Report any cases where the transfer of user data
has occurred voluntarily to the appropriate data
protection authorities, even if this is not required
by law.

KOMMYyHVKaLOHHbIE MNaTtdopMbl, BKIKOHAS HaLl
dopyM, NMET PYHKLMOHANBHOCTL OS5 MOJyde-
HMS MOObLIX JAaHHbIX B Buae CBOOOOHOrO TEeKCTa.
JTobble nnyHbIE AaHHble, [OOPOBOBHO NPEACTaB-
JIEHHblE 30eCb (MU3MHECKUMU NULaMU (Hanpumep,
JIMYHblE [aHHble, TakMe Kak HoMepa TenedOoHOB
nnn apgpeca), OyayT COXPaHeHbl M HaKOMMEHb,
JaxKe ecnv OHM 6yayT ydaneHbl 13 nyonmMyHOro
npocMoTpa. ISTK AaHHble OOCTYMHbI TOIbKO orpa-
HUYEHHOMY YCITy aBTOPU30OBaHHbIX JALL.

VATRUS 6e30roBopo4HO 0643yeTCs:

e (Cobnogatbh Kak 3aKkoH, Tak M OBLLENPUHATYO
NpPaKTuKy

e YBaxkaTb npasa NoAen, B TOM YUCe:
e [lpaBo goctyna
e [lpaBo vcnpaBneHns
¢ [lpaBo Ha BO3parkeHue
e [lpaBO MPUOCTAHOBUTL MPOTECT

e [lpaBo Ha yganeHue

BbITb OTKPbITbIM N 4eCTHbIM C JIKOObMW, 4YbW
JaHHblEe COXPaHEeHbI

e [lpenoctaBnsaTb pekoMeHdaLuy onsa CoTpyaHW-
KOB, KOTOpble 06pabaTbiBatOT NINYHbIE AaHHbIE,
4TOObI OHM MOIN AENCTBOBATL YBEPEHHO U MO-
cnenoBaTenbHO

CoobLartb 0 NtobbIX CryHasx, Korga nepegada
NMoNb30BaTENbCKUX [daHHbIX Mpoun3oLuna  ao-
OPOBOJILHO B COOTBETCTBYIOLLME OPraHbl Mo 3a-
LLMTE JaHHbIX, OaXKe eCnv 3TO He TpebyeTca no
3aKOHY.




RESPONSIBILITIES

Overall responsibility for ensuring data protection
and overall compliance with the relevant standards
and legislation rests collectively with the VATRUS
Division Staff Group (DSG).

The appointed Data Protection Officer is listed on
the VATRUS staff page here: https://vatrus.info/
article/e.

Several members of the DSG have specific
responsibilities to oversee others accessing
personal data collected by VATSIM:

e Division Training Director (VATRUS3) - ATC
Training Records;

e Pilots Department Training Director (VATRUS10)
- Pilot Training Records;

¢ DivisionInformation Services Director VATRUS?)
and Information Services Root Administrator
(VATRUSS8) - Remote access to, and control of
stored data.

Other members of the DSG may from time to time
be tasked with specific responsibilities pertaining to
the control and storage of data.

All staff are required to read, understand and
accept any policies and procedures that relate to
the personal data they may handle in the course of
their work within VATRUS as detailed in this policy.
VATRUS expect the highest standard of probity of
all staff at all levels. No access to data can take
place unless there is a valid reason for such access.

VATRUS has a zero-tolerance policy towards
inappropriate access to data stored within our
systems. Any such access will result in the individual
concerned being prohibited from having further
access until such a time that the risk to personal
data has been suitably mitigated.

OTBETCTBEHHOCTb

Bca oTBETCTBEHHOCTb 3a obecneqeHune 3alnTbl
OaHHbIX 1 MOMHOE CODMOAEHNE COOTBETCTBYHOLLMX
CTaHOAPTOB M 3aKOHOAATENbCTBA NEXUT Ha PYKO-
BoacTtee amemamoHa VATRUS (manee - “PykoBoa-
CcTBO [nBM3noHa”).

HasHa4eHHbI COTPYOHMK MO 3alumTe AaHHbIX YKa-
3aH Ha CTpaHuLe PyKOBOACTBA [OMBK3MOHA MO
agpecy https://vatrus.info/article/6.

HekoTopble 4neHbl PyKOBOACTBa [OVBM3MOHA He-
CyT onpepneneHHble 006513aHHOCTK, CBsi3aHHble C
[IOCTYNOM K MepcoHasibHbIM AaHHbIM, COBPaHHbIM
VATSIM:

e [IMpekTop Yy4ebHO-TPEHNPOBOYHOIO LieHTpa
(VATRUSS) - y4ebHble 3anvicn YB[;

e [IMpeKTop y4ebHO-TPEHMPOBOYHOIO LIEHTPA MO
nogrotoBke nunotoB (VATRUS10) - oT4eTbl no
OBy4YEeHNO MUNOTOB;

e [IMpekTop MHDOPMALMOHHOM CY>KObl ANBN3W-
oHa (VATRUS7) n agmunHucTpaTop MHpopma-
umoHHon cny>6el (VATRUSS) - yoaneHHbIn oo-
CTYMN K XpaHUMbIM AaHHBIM U YrpaBiieHne MU,

Bpemsi OT BpemeHu Apyrm 4YneHam pyKoBOACTBa
OVBM3MOHA MOMyT ObiTb MOPYYeHbl KOHKPETHbIE
00513aHHOCTW, CBSA3aHHbIE C KOHTPOJIEM U XpaHe-
HVYEM JaHHbIX.

Bce coTpygHuky 06a3aHbl NpoYnTath, NMOHUMATb
N NpUHUMAaTL tobble MOAUTUKK 1 NPOoLEedypbl, OT-
HOCSALLMECA K MEPCOHasbHbIM OaHHbIM, KOTOpPbIe
OHW MOryT obpabaTbiBaTb B XOAe CBOeWN paboThbl
B VATRUS, kak nogpobHO OnncaHO B HACTOSILLEN
MNonutuke. VATRUS oxnpgaeT BbiCOHanLLErO YPOB-
HSA YeCTHOCTM BCEX COTPYOHNKOB Ha BCEX YPOBHSIX.
[ocTyn K AaHHbIM HEBO3MOXKEH, €CN AN TakKoro
OOCTyna HET AENCTBUTENIbHOW MPUYKHBI.

VATRUS npuaep>xnBaetcs NOANTVKM abCOMOTHOM
HETEPNMMOCTU B OTHOLLEHNN HECaHKLMOHMPOBaH-
HOro AOCTyna K OaHHbIM, XPaHAWMMCS B HalUnX
cuctemax. JTrobom Takom OOCTymn NPUBEAET K TOMY,
YTO COOTBETCTBYIOLLEMY 1Ly OyaeT 3anpelieHo
NMETb LOMOSHUTENBHBIN AOCTYMN 4O TEX MOP, Moka
PUCK N5 NepCOHasIbHbIX AaHHbIX He ByaeT cooT-
BETCTBYIOLLIM 06Pa30M YMEHbLLIEH.
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SECURITY

This section applies to all VATRUS's servers
belonging to or donated to the VATRUS division,
including, but not limited to Data Servers, Statistic
Servers, or Web Servers.

VATRUS operates on a segmented security
approach, where only the access required (with
approved members holding the status of privileged
access) to complete a required job is granted.
VATRUS employs access monitoring systems to
ensure that access is not being abused and can be
traced back to a specific individual.

VATRUS employs standard methods of encryption
to safeguard data, such as TLS encryption for
accessing data via a web browser. VATRUS also
implements additional change-audit scripts and
monitors to provide visibility into server activity. IP
Address and asymmetric based security settings
are used to only allow server access to authorised
users or servers. Passwords (excluding your VATSIM
password which is never passed to VATRUS) are
stored as salted hashes, preventing them from
being viewed in plain text.

In order to ensure service continuity, VATRUS
retains data backups of relevant systems to ensure
a speedy recovery of impacted systems while
maintaining data integrity and security. These
backups are encrypted, and access is granted only
to authorised individuals.

The main specific risks to the security of data are:
e Phishing attacks to gain server level access,

e Access by means of trojan or keylogging
programs on members systems, and

BE3OMACHOCTb

OTOT pasggen OTHOCUTCHA KO BCEM CcepBepam
VATRUS, npuHagnexawymMm unnm  noaapeHHbIM
avBmanoHy VATRUS, BkJo4asi, MOMUMO Mpove-
ro, CepBepbl OaHHbIX, CepBepbl CTATUCTUKU U
BEO-CepBeEPDI.

VATRUS paboTaeT Ha OCHOBE CErMeHTpOBaHHO-
ro Noaxoga K obecneveHnto 6e30nacHOCTH, Koraa
NPenoCcTaBNSeTCA TOMbKO HEOOXOAUMbIA AOCTYM
(TONbKO aBTOPW30BaHHbLIM YHaCTHMKaM, UMEHOLLIM
cTaTyC NpUBUNErMPOBaHHOMO AOCTYNa) ANS BbiNOS-
HeHunsa Tpebyemon paboTbl. VATRUS wvcnonb3yet
CUCTEMbI KOHTPOSS O0CTyMa, YTOObl rapaHTMpO-
BaTb, YTO OTCYTCTBYET 3/0ynoTpedneHne OocTy-
noMm, U AN BO3MOXHOCTW OTCNEXMBaHWUS Oel-
CTBWUIN A0 ONpeaeneHHoro YenoBsekxa.

VATRUS ncnonbadyeT cTangapTHble MeTodb! LWnd-
POBaHNA AN 3alUMTbl AaHHbIX, Takne Kak TLS ons
OOCTyna K AaHHbIM Yeped Beb-6paysep. VATRUS
TakKe peanvsyeT OOMNONHUTENbHbIE CUEeHapuy ay-
aVTa U3MEHEHUIN 1 MOHUTOPWHra Onsi obecnedve-
HUS HABMKOEHVST aKTUBHOCTU cepeepa. |P-agpec
N aCUMMETPUYHbIE MapameTpbl 6e30MacHOCT UC-
NOMb3YIOTCS, YTOBbI pa3pelnTb AOCTyN K cepBe-
Py TOMbKO aBTOPW3OBaHHbLIM MOMb30BATENSAM UM
cepeepam. [Naponu (3a UCKIKHYeHeM BalLiero na-
ponst VATSIM, KOTOpbIN HUKOrOa He NepenaeTcs B
VATRUS) xpaHaTcsa B BUOE “X3Ller C COMbo”, YTO
npegoTBpalaeT X NPOCMOTP B BUAE MPOCTOrO
TekcTa.

YT10o6bl 0becne4vnTb HenpepbIBHOCTL OOCy»KKMBa-
Husa, VATRUS coxpaHseT pe3epBHble KOMWK OaH-
HbIX COOTBETCTBYHOLLIMX CUCTEM, HTOObI 06ECTEYNTD
ObICTPOE BOCCTAHOBMEHWE 3aTPOHYTbIX CUCTEM
NPy COXPaHEHUM LIENOCTHOCTU K 6e30MacHOCTU
OaHHbIX. DT pe3epBHble KoMK 3alumdpoBaHbl, 1
OOCTYMN MNpPenoCTaBASeTCA TObKO aBTOPU30BaH-
HbIM JMLLaM.

OCHOBHbIMW CMeLMUHECKMIN prUcKamm anst 6e30-
MACHOCTW AaHHbIX SABSAKOTCS:

e OULIMHIOBbIE aTaku 418 NOSyHeHVs oCTyra Ha
YPOBHE cepBepa,

e JloCTyn C MOMOLLIbIO TPOSIHCKUX MPOrpaMm Unm
nporpaMM KemnorvHra B cUCTemax Yy4acTHU-
KOB, U




e Access by unauthorised staff members who
have been granted access

Mitigation of the first two risks is firstly by screening
allindividuals before granting access and secondary,
encouraging members who have a higher level
of access to ensure they adhere to good security
practices on their personal systems. The last risk is
mitigated by access logging and reverting changes
made by those who misuse access.

DATA RECORDING AND STORAGE

The majority of membership data is passed to
VATRUS by VATSIM. We assume that these
data is accurate. Where it is not, VATRUS offers
mechanisms for rectification of membership data,
as set out in this policy.

A VATSIM member may request an update of his/
her retained information by making a request in
writing to members@vatrus.info.

Data is stored in standard file systems and
databases. Access to these systems is controlled
by secure direct access to the controlling machine
or application, or via a secure web interface.
Access is further controlled and protected against
unauthorized access using standard measures,
such as role-based access control.

VATRUS is bound by the retention periods of
VATSIM, set out in their Data Protection and
Handling Policy. Requests for erasure can be
processed by VATRUS but may need escalating to
VATSIM in order to fulfil the entirety of the request.

VATRUS does not archive any data to other servers
at this point in time for long term storage. Data is
either maintained within the production environment
and backed up as described above, or deleted
entirely.

e [locTyn HeaBTOPU30BaHHbLIX COTPYOHUKOB, KO-
TOPbIM paHee 6bin NPeaocTaBeH AOCTYM

CHWKeHVe NepBbIX OABYX PUCKOB - 3TO, BO-NEPBbIX,
npoBepKa Bcex VL, nepen NpeaocTaBeHeM no-
CTyna, a BO-BTOPbIX, MOOLLPEHNE YNEHOB, KOTOPbIE
NMetoT 60Nnee BbICOKWUIA YPOBEHb AOCTYyMa, YTOOb
y6eanTbCS, YTO OHU MPUAEPXMBAKOTCA XOPOLLUMX
MeTOoa0B 6€30MacCHOCTM B CBOUIX JINYHbIX CUCTEMAX.
[TocnemHV PUCK CHXKAETCH 3a CHET permcTpaLmm
OOCTyrna 1 OTMEHbl U3MEHEHWN, BHECEHHbIX TeMW,
KTO 3/10ynoTpebnaeT AOCTYMNOM.

3ANNCb U XPAHEHWE JAHHbIX

Bonblasa YacTb faHHbIX 06 y4acTHVKE nepenaet-
ca VATRUS n3 VATSIM. Mbl npegnonaraem, 4To
9TV OaHHble TOYHbl. B cnyyasx, roe 910 He Tak,
VATRUS npepnaraet mMexaHn3mbl UCNpaBiieHns
OaHHbIX Yy4aCTHMKA, Kak N3JTOXKEHO B HaCTOMALLEN
[Monutrke.

YuactHrk VATSIM MOXeT 3anpocutb OBHOBIE-
HWe CBOEN COXPaHeHHOW MH(opMaunn, HanpasuB
MMCbMEHHbIN 3anpoc Ha members@vatrus.info.

L[laHHble XpaHATCa B CTaHOAaPTHbIX (DanoBbIX Cu-
cTtemMax 1 6azax gaHHbIx. [JocTyn K 3TMM cuctemam
KOHTpONMpyeTCcst 6e30MnacHbIM NPSAMbIM LOCTYNOM
K ynpaBnstoLeMy KOMMBIOTERY U MPUNOXEHNIO,
a Takxke Yepes3 be3onacHbln Beb-mHTepdenc. [do-
CTYNn [OOMOSIHUTENBHO KOHTPOJSIMPYETCA U 3allu-
LaeTca OT HeCaHKLMOHMPOBAHHOIO AocTyna C
NCMONb30BaHNEM CTaHOAPTHbIX Mep, TakMX Kak
KOHTPOSIb JOCTYMNa Ha OCHOBE POJEN.

VATRUS orpaHvndeH  nepvogamy  XpaHeHus
VATSIM, ykasdaHHbIMW B UX [1ONTUKE 3almTbl U
06paboTKM AaHHbIX. 3anpPoChbl HA yaaneHue MoryT
ObITb 06paboTtaHbl VATRUS, HO, BO3MOXHO, MO-
TpebyeTca nepenada 3anpoca B VATSIM ona obe-
crneYeHrs MOMHOTLI BbINOIHEHWUS 3anpoca.

B HacTosuee Bpemst VATRUS He apxvBupyeT Hu-
Kakue JaHHble Ha Apyrve cepBepbl 015 OJIUTENbHO-
ro xpaHeHund. [HaHHble NnMbo XpaHATCA B pabodem
OKPY>KEeHWUM, NNBO CO30AK0TCA PE3EPBHbIE KOMUK,
Kak OMm1caHo BblLLE, MO0 MONTHOCTLIO YAANAKOTCH.
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TRANSPARENCY

VATRUS is committed to ensuring all members are
aware of what data is collected and why we do so.
As outlined in the VATRUS Privacy Policy, data is
collected for the purpose of ensuring the provision of,
and smooth operation of the VATRUS division. Data
may be transferred to other organisations affiliated
with, or associated with, the division to provide
services to enhance and extend the simulated
aviation environment. Who we transfer data to is
covered within the VATRUS Privacy Policy. Where it
is not covered, we will seek your permission to pass
on personal data before doing so.

All staff within VATRUS are responsible for the data
they access at all times. The various departments
most closely associated with members’ data are
the Web Services Department and Division Staff
Group. Where staff are required to use data for
statistical and management purposes, anonymous
aggregated or pseudonymised data will be used
where possible.

[TPO3PAYHOCTb

VATRUS cTpemuntca K ToMy, 4TOObl BCE y4aCTHU-
K 3HaW, Kakve OaHHble COBUparoTCs 1 noYvemy
Mbl 3TO Aenaem. Kak ykaszaHo B [TonTrke KOHpW-
neHumaneHocTn VATRUS, pgaHHble cobupatotes ¢
Lenbto obecnedeHrsi nmpenocTaBneHs 1 tecne-
pebonHon paboTbl amBuanoHa VATRUS. [JaHHble
MOryT nepefaBaTbCs APYrMM OpraHv3aumsiM, OT-
HOCSALLMMCS U CBA3aHHbIM C AMBM3MOHOM, OS5
NPELOCTaBNEHNS YCIYr MO YAYYLIEHNO U pacLuu-
PEHNIO MOOENMPYEMON aBnaUMOHHOW cpenpl. Ha
opraHmM3aLn, KOTopbIM NepenaroTcs AaHHble, pac-
NPOCTPAHSETCA MOMUTUKA KOHMUAOEHLMATBHOCTY
VATRUS. B gpyrix cnydasx, Mbl bygem sanpaium-
BaTb Y Bac paspeLleHne Ha nepegady nepcoHasib-
HbIX JAHHbIX, MPEXAE YeM caoenatb 3TO.

Bce cotpyoHukn VATRUS HecyT OTBETCTBEHHOCTb
3a BCe [OaHHble, K KOTOPbIM OHU UMEIOT OOCTYr.
PasnuyHble OTaenbl, Hanbosiee TECHO CBA3aHHbIE
C OaHHbIMM YHaCTHUKOB, - 3TO MHMOPMaLMOHHAsA
cnyxba OMBM3MOHA W PYKOBOACTBO [OMBK3MO-
Ha. Tam, roe COTPYAHWKM OO/MKHbI UCMONb30BaThb
JaHHble O CTaTUCTUHYECKUX WU yrNpaBiieHYeCKNX
uenen, 6yayr Mo BO3MOXHOCTU WCMOJb30BATLCH
AHOHMMHbIE arpernpoBaHHbIE NV NCEBOOHVMHbIE
OaHHble.




RIGHT OF ACCESS

Requests for personal data under the Right of
Access are the responsibility of the appointed Data
Protection Officer and their team. Such requests are
required to be complied with within one month of the
request being received. If circumstances prevent
this from occurring, an extension of a further two
months may be instituted by VATRUS, providing
that the member making the request is informed
of this fact before the expiration of the original one
month deadline.

Right of access requests must be sent via email
to web@vatrus.info. If staff at a lower level receive
anything that might reasonably be construed to be
a request for access they have a responsibility to
pass this to the appointed Data Protection Officer,
as described above.

Where the person managing the access procedure
does not know the individual personally, the
individual’s identity must be verified before handing
over any information.

VATRUS will not charge any fee for processing
or providing data for requests under the Right of
Access.

The appointed Data Protection Officer is responsible
for handling requests under the Right of Access
provisions. Requests will be made via web@vatrus.
info. Only personal data will be shared with the
member. Other individuals’ personal data will be
redacted.

[MPABO AOCTYMA

3anpockl Ha NPeAoCTaBNEeHME NEPCOHASbHbBIX OaH-
HbIX B pamKax npasa [OoCTyna SBAstoTCs 0bA3aH-
HOCTbKO Ha3Ha4YeHHOro COTPYAHMKA MO  3auuTe
OaHHbIX N ero KoMaHabl. Takne 3anpochl OOSMKHbI
ObITb BbINOJSIHEHbI B TEYEHME OOHOro Mecsua C MO-
MeHTa noJlydeHns 3anpoca. Ecnn obctosTenscrea
He No3BONAOT aToMy npousonTn, VATRUS MoxeT
Ha3Ha4Tb NPoLJieHVe eLle Ha OBa Mecdla, mpw
YCNOBWW, YTO YHaCTHUK, AeNatoLLmi 3anpoc, byaet
NpoHOPMNPOBaH 0O 3TOM (hakTe A0 UCTEHEHNS
nepBOHAaYaIbHOro CPOKa B OOMH MeCsL,

3anpocbkl 0 NpaBe AocTyna AO/MKHbI ObiTb OTNPaB-
NeHbl MO SNEKTPOHHOM MNoYTE Ha agpec web@
vatrus.info. Ecnv coTpyaHmkmn 6o1ee HU3Koro ypoB-
HSA MOMyYatoT YTO-IMO0, YTO MOXXET ObITb PA3yMHO
NCTONIKOBAHO KaKk 3arnpoc Ha AOCTYM, OHM 06513aHbl
nepegaTb 3TO Ha3Ha4YeHHOMY COTPYAHWKY MO 3a-
LUMTE AAHHbIX, KakK OMMCaHO BbILLE.

Ecnn nmuo, ynpasnstoLlee npoLenypon goctyna,
He 3HaeT y4acTHMKa JINYHO, ero NIMYHOCTb OOSK-
Ha BbITb MPOBepeHa Nepes nepenaqern Kakon-noo
NHPopMaLmK.

VATRUS He 6yneT B3VMaTb HUKaKoW nnatbl 3a 06-
pPaboTKy U NPEAOCTaBNEHNE OaHHbIX ANA 3anpo-
COB B COOTBETCTBUM C MPaBOM JOCTyna.

HasHa4eHHbIN COTPYAHVK MO 3aliuTe OaHHbIX OT-
BEYaeT 3a 06paboTKy 3anpoCOB B COOTBETCTBUM C
NONOXEHVSIMI O MpaBe O0CTyrna. 3anpocbkl HEOD-
XOOMMO HanpaBnsatb Ha web@vatrus.info. Tonbko

NNYHbIE JaHHble ByayT nepeaaHbl y4acTHUKY. Mep-
COHaslbHble JaHHble ApYrX N 6yayT yaaneHsbi.
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RIGHT OF RECTIFICATION

Accurate data is in the best interests of both the
network and the membership. The appointed Data
Protection Officer is responsible for the management
of such requests.

Right of rectification requests should be made to
web@vatrus.info. If staff at a lower level receive
anything that might reasonably be construed to be
a request for rectification they have a responsibility
to direct the member to the above email address.

VATRUS will not charge any fee for requests under
the Right of Rectification.

RIGHT OF ERASURE

Requests for deletion of personal data under
the Right of Erasure are the responsibility of the
appointed Data Protection Officer and their team.
Such requests are required to be complied with
within one calendar month of the request being
received. If circumstances prevent this from
occurring, an extension of a further two months
may be instituted by

VATRUS, providing that the member making the
request is informed of this fact before the expiration
of the original one-month deadline.

The appointed Data Protection Officer is responsible
for handling requests under the Right of Erasure
provisions. Requests will be made via web@vatrus.
info. If staff at a lower level receive anything that
might reasonably be construed to be a request for
erasure they have a responsibility to pass this to the
appointed Data Protection Officer without delay.

Where the person managing the erasure procedure
does not know the individual personally, the
individual’s identity will be verified before handing
over any information.

VATRUS will not charge any fee for deleting data
under the Right of Erasure.

[MTPABO HA UCTPABJIEHME

To4YHble [aHHble OTBEYatOT MHTEpecam Kak CeTw,
Tak 1 ee y4aCTHUKOB. HagHa4eHHbIN COTPYOHMK MO
3almTe JaHHbIX OTBEYaET 3a YrpaBfieHne TakMm
3anpocamu.

3anpockbl O npaBe Ha ncnpaBfeHve crneayeT Ha-
npaBnaTb Ha web@vatrus.info. Ecnm coTpyaHukn
Bonee HU3KOro YPOBHSA MOMyHaroT YTO-NMBO, YTO
MOXKET ObITb pa3yMHO NCTOJIKOBAHO Kak 3arpoc Ha
ncnpasneHve, oHM 0653aHbl HaNpPaBUTb y4acTHUKA
Ha yKadaHHbI BblLLE afpec 3MEKTPOHHOW MOYTbI.

VATRUS He 6ymeT B3umath nnarty 3a 3anpochl B
COOTBETCTBUW C MPaBOM Ha UCMpaBeHme.

[TPABO HA YOANEHUE

3anpockl Ha yaaneHne nepcoHasbHbIX OaHHbIX B
pamMKax npaea Ha yganeHve aBnstoTcsa 0b6s3aH-
HOCTbKD Ha3Ha4YeHHOro COTPYAHWKA MO 3aumuTe
JaHHbIX 1 ero KkoMaHapl. Takmne 3anpochl AOSHKHbI
ObITb BbINO/HEHbI B TEYEHME OOHOMO KaseH4apHO-
ro Mecsill|a ¢ MOMeHTa MoJy4eHus 3anpoca. Ecnm
0OCTOATENBCTBA HE MO3BOASKOT 3TOMY MPOU30M-
™, VATRUS MOXET Ha3HauuTb Npoa/ieHne eLle Ha
OBa MecsiLa, Npu yCroBuUM, YTO Y4aCTHUK, Aenaro-
LA 3anpoc, ByaeT NPOMHMOPMUMPOBaH 06 3TOM
dakTe 00 nCTeYeHUs NepBOHa4YaslbHOrO Cpoka B
OOVH MECSLL.

Ha3Ha4eHHbIN COTPYAHVK MO 3alumTe OaHHbIX OT-
BeYaeT 3a 06paboTKy 3anpOCOB B COOTBETCTBUM C
NONOXXEHVSIMI O MpaBe Ha yaaneHmne. 3anpochl He-
06Xx0OMMO HanpaeBnaTb Ha web@vatrus.info. Ecnm
COTPYOHVKM 00Nee HU3KOro YPOBHS MOJydaroT
YTO-NNBO, YTO MOXET ObITb PA3yMHO NCTONKOBaHO
Kak 3anpoc Ha yaaneHve, oHn 06s3aHbl He3aMea-
NMTENBHO NMepedaTtb 3TO HAa3HAYEHHOMY COTPYOAHN-
Ky MO 3aluuTe JaHHbIX.

Ecnv nnuo, ynpaesngdroLlee Npouenypon yoaneHns,
He 3HaeT y4acTHMKa NINYHO, ero JIMYHOCTb OOSK-
Ha ObITb MPOBEPEeHa Nepes nepenaqent Kakom-nbo
nHdopMaLmn,

VATRUS He 6ygeT B3rMaThb HUKaKOW nnatbl 3a yaa-
JleHVe OaHHbIX B COOTBETCTBMM C MpaBOM yaane-
HS.
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VATRUS shall evaluate all requests for erasure.
VATRUS reserves the right to retain any data that
it believes is in its legitimate interest to do so, or
that is required to establish, exercise, or defend any
legal claims.

FINAL PROVISIONS

The VATRUS website contains links to other
websites. Please be aware that VATRUS is not
responsible for the policies of such sites. VATRUS
encourages its visitors to be aware when they leave
its website and to read the privacy statements of
each website that collects personally identifiable
information. This Policy applies solely to information
collected by VATRUS and its services.

This Policy is an internal document of the personal
data operator, is publicly available and is to be
posted on the official website of VATRUS - https://
www.vatrus.info/.

This Policy is subject to change, addition in case of
new legislation and special regulatory documents.

This Policy was prepared in Russian and in English.
If any contradiction exists between the Russian
version of this Policy and the English version, the
Russian version will prevail.

VATRUS oueHWT BCe 3anpocbl Ha yOoaneHuve.
VATRUS ocTaBndeT 3a cobon mpaBO COXPaHATb
Ntobble AaHHble, KOTOPbIE, MO ero MHEHWO, COOT-
BETCTBYIOT €ro 3aKOHHbIM NHTEPECAM UM KOTOPbIE
HEeOOXOANMbI A1 YCTaHOBNEHWS, OCYLLIECTBIIEHNS
NV 3aLLUTBI NIOObIX FOPUANHECKNX TPebOoBaHNIA.

3AKNFOYMTENBHBIE MOJIOXEHNA

Cant VATRUS cogep»xnT CCbInKM Ha apyrue cam-
Tbl. [NomMHuTE, 4TO VATRUS He HeceT OTBETCTBEH-
HOCTW 3a NoNNTUKK Takux cantoB. VATRUS npnabl-
BaeT CBOWX MOCETUTENEN ObITb B KypCe, KOraa OHM
nokupatoT Beb-cant VATRUS, v umitaTh 3a9B1eHms
O KOHMUAOEHUMANBHOCTU N MOMUTUKA 3alUnTbl 1
006paboTKM AaHHbIX KaXKOOro Bed-canTa, KOTOPbI
cobupaeT nn4Hyto nHhopmaumio. Hactosas Mo-
JIUTUKA OTHOCUTCH UCKIKOYUTENBHO K MHpOpMa-
Ly, cobpaHHon VATRUS n ero cepsurcamu.

HacTtogwaga Nofntrka gBngeTcs BHYTPEHHUM LO-
KYMEHTOM orepaTtopa MNepCoHalIbHbIX  AaHHbIX,
ABNAeTCA 06LLEeOOCTYNMHOM U NMOANEXUT pasMeLLie-
HUIO Ha oduumansHom cante VATRUS - https://
www.vatrus.info/.

HacTosawagd [Nonntmnka nognexxmt N3MeHeHno, 00-
MOJIHEeHWIO B CJlyHae MNoABIEHNA HOBbIX 3aKOHOOa-
TeJIbHbIX aKTOB U CrneunalibHbIX HOPMaTtBHbIX 00-
KYMEHTOB.

HacTtogwaga Nonntnka noarotoBieHa Ha pPyCcCKOM
N aHrNCKOM s3blke. B cnydae obHapy»xeHus Ka-
KVUX-NMBO HECOOTBETCTBUM MEXAY BEPCUEN Ha-
crodilen [NonnTnKn Ha PyCCKOM 4A3blKe 1 BepCu-
en HacToawen [MonnTuKL Ha aHrIMNCKOM S3bIKEe
onpegensiollee 3HaveHve byaeT MMeTb BEPCUS Ha
PYCCKOM $A3bIKe.



https://www.vatrus.info/
https://www.vatrus.info/
https://www.vatrus.info/
https://www.vatrus.info/

